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Product Description

The API Translator is a system developed by 26am to allow Crestron and AMX control
systems to interface with HaiVision’s FURNACE™ API. FURNACE provides an XML REST
API for controlling many of the tasks that can be accomplished through the admin web portal.
From the perspective of a touch panel control system, of primary interest among those
functions are the NVR commands for controlling a recording.

The API Translator serves as a proxy interface that accepts simple commands from a
control system over a telnet connection, translates the commands into REST calls to
the FURNACE API, and returns an easy to parse response back to the control system.

This simple command and response system running over telnet makes NVR controls
accessible in a way that Crestron and AMX programmers are already familiar with.



Installation Instructions

For the API Translator to function, it must be installed on a Linux server on the same network
as the FURNACE server. The simplest way to achieve this is to install it directly on the
FURNACE server. It is also necessary for the target server to be connected to the internet
during the installation process. Listed below are the installation steps, assuming installation
onto the FURNACE server:

1. Copy your license.dat fileto /opt/api translator/licenses/license.dat
(creating folders as necessary)
2. Extract api translator.tar.gz onthe FURNACE server
3. After extracting the files, run the following commands:
a. cd api translator
b. ./install



Introduction to JSON

The API Translator uses JSON to format commands and responses. JSON serves a similar
purpose as XML, but is more light-weight, and easier for both humans and machines to
read and generate. An understanding of JSON is not required for the use of this tool,
but having a general awareness of JSON will help in understanding why commands and
responses are formatted the way they are.

For the purposes of this tool, JSON is a series of key - value pairs, separated by a colon,
where both the key and the value are wrapped in double quotes: "key" : "value"

Multiple key - value pairs are separated by commas: "key1":"valuel", "key2":"value2"

A command is composed of one or more key - value pairs, wrapped with curly braces:
{"keyl":"valuel", "key2" :"value2"}

Several commands can be passed in the same string by combining commands
using commas, and wrapping the full string with square brackets:
[{"keyl":"valuel", "key2":"value2"}, {"keyl":"valuel", "key2":"value2"}]

A full description of JSON can be found at http://www.json.org/, but the concepts explained
above are the only aspects of JSON used in this tool.
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Commands and Responses

APl Commands:

The API Translator supports all the commands necessary for controlling a recording
using the on-demand (aka "Crash") NVR recording system. All commands must be
terminated by a newline character (\n).

Start Recording:
A single recording can be started by sending the following string:
{"action":"start", "source url":"uuid:00015£9e-0000-0000-
0000-000000000000", "max_duration":"86399","title":"OR-10:
Room Cam","description":"John Doe's open heart surgery."}

A "start" command has the following key - value pairs:
action: Required. This will always be "start".

source _url: Required. This value corresponds to the source URL of

the encoder you wish to record. Please refer to HaiVision documentation
for how to determine the source URLs of your encoders.

max duration: Optional. This parameter determines how long the

NVR will record before stopping automatically. Value is given in seconds.
Maximum value is 24 hours, default value is "86399" .

title: Required. Populates the recording's Title metadata field.

description: Required. Populates the recording's Description
metadata field.

tracks: Optional. When recording a multi-track station, you may specify
a subset of tracks to record. Argument is a comma separated list of track
ids. Example command specifying one track:
{"action":"start", "source url":"uuid:00015f9%e-
0000-0000-0000~-
000000000000", "max duration":"86399","title":"OR-

10: Room Cam","description":"Open heart
surgery.","tracks":["00015f9e-0000-0000-0000~-
0000000000017}



To start multiple recordings simultaneously, send multiple start commands joined
by a comma and wrapped with square brackets:

[{"action":"start", "source url":"uuid:00015f9%e-

0000-0000-0000-
000000000000™, "max duration":"86399","title":"OR-
10: Room Cam","description":"Open heart
surgery."}, {"action":"start", "source url":"
uuid:00015£9e-0000-0000-0000-
000000000000", "max duration":"86399","title":"OR-
10: Endo Cam","description":"John Doe's open heart

surgery."}]

NOTE: If your title or description contain a double quote character, it must
be escaped with a backslash. l.e. "I like to \"quote\" people."

Start Response:
If a single start command was sent, the response will look like the following:

{"response":"success","1link":"http://129.49.142.164/
apis/recorders/recorder-842b2b06c506-4909-0/
recordings/recording-£f2£37951-2cle-474e-93a9-
3ad4fdebaz23d"}

The response includes the following key - value pairs:

response: |fthe command was successful, the value will be
"success". If there was a problem, the value will be "error" (see
Example Error Response).

link: The 1ink value is a full URL to the recording which was started.
This value should be stored for use in later commands (hotmark, stop,
etc).

If more than one start command was sent, the response string will contain the
same number of responses as there where commands, joined by a comma and

wrapped with square brackets:

[{"response":"success","link":"http://129.49.142.164/
apis/recorders/recorder-842b2b06c506-4909-0/



recordings/recording-£f2£37951-2cle-474e-93a9-
3a4f4e5a223d"}, {"response":"success","link":"http://
129.49.142.164/apis/recorders/recorder-842b2b06c506-
4909-1/recordings/recording-acea3c37-96b9-4254-b213-
3724af035321"}]

Insert Hotmark:

A hotmark command has the following format:
{"action":"hotmark","link":"http://129.49.142.164/
apis/recorders/recorder-842b2b06c506-4909-0/
recordings/recording-f2£f37951-2cle-474e-93a9-
3ad4fdebaz23d","title" : "My
Hotmark", "type" :"TAG", "time":"60000"}

A "hotmark" command has the following key - value pairs:
action: Required. This will always be "hotmark".
link: Required. This value specifies which recording to hotmark. This
is the link value you stored previously from the response of the "start"
command.
title: Required. What the hotmark will say.

type: Optional. May be one of: TAG (for normal HotMarks) or
CHAPTER (for discontinuity/Chaptermarks). Defaults to TAG.

time: Optional. Offset in milliseconds from the beginning of the
recording at which to place the hotmark. If omitted, t ime will be the
moment the command is sent. For greater accuracy, send the offset time
at which the user pressed the hotmark button.

As with all commands, multiple hotmark commands can be sent simultaneously.
Hotmark Response:

The response from a "hotmark" command will look like the following:

{"response":"success","1link":"http://129.49.142.164/
apis/recorders/recorder-842b2b06c506-4909-0/
recordings/recording-f2£f37951-2cle-474e-93a9-
3ad4fd4eb5a223d"}

The response includes the following key - value pairs:



response: |fthe command was successful, the value will be
"success". If there was a problem, the value will be "error" (see

Example Error Response).

link: The 1ink value is a full URL to the recording which was
hotmarked.

Pause / Resume Recording:
A pause_resume command has the following format:
{"action":"pause resume","link":"http://
129.49.142.164/apis/recorders/recorder-842b2b06c506-
4909-0/recordings/recording-f2£37951-2cle-474e-93a9-

3ad4f4ebaz223d"}

A "pause resume" command must include the following required key - value

pairs:
action: Required. This will always be "pause resume".
link: Required. This value specifies which recording to stop. This is the

link value you stored previously from the response of the "start" command.

As with all commands, multiple pause_resume commands can be sent
simultaneously.

Pause / Resume Response:
The response from a "pause resume" command will look like the following:

{"response":"success"}

The response includes the following key - value pairs:
response: |fthe command was successful, the value will be

"success". If there was a problem, the value will be "error" (see
Example Error Response).

Stop Recording:
A stop command has the following format:
{"action":"stop","link":"http://129.49.142.164/apis/

recorders/recorder-842b2b06c506-4909-0/recordings/
recording-f2£37951-2cle-474e-93a9-3a4f4e5a223d"}



A "stop" command must include the following required key - value pairs:

action: Required. This will always be "stop".
link: Required. This value specifies which recording to stop. This is the

link value you stored previously from the response of the "start" command.

As with all commands, multiple stop commands can be sent simultaneously.

Stop Response:
The response from a "stop" command will look like the following:

{"response":"success"}

The response includes the following key - value pairs:
response: |fthe command was successful, the value will be

"success". If there was a problem, the value will be "error" (see

Example Error Response).

Publish Recording:
A publish command has the following format:
{"action":"publish","1link":"http://129.49.142.164/

apis/recorders/recorder-842b2b06c506-4909-0/
recordings/recording-£f2£37951-2cle-474e-93a9-

3a4fd4e5a223d"}

A "publish" command must include the following required key - value pairs:

action: Required. This will always be "publish".
link: Required. This value specifies which recording to publish. This

is the link value you stored previously from the response of the "start"

command.

As with all commands, multiple publish commands can be sent simultaneously.

Publish Response:
The response from a "publish" command will look like the following:

{"response":"success","link":"http://129.49.142.164/

apis/recorders/recorder-842b2b06c506-4909-0/
recordings/recording-£f2£37951-2cle-474e-93a9-

3a4f4ebaz223d"}

The response includes the following key - value pairs:



response: |fthe command was successful, the value will be
"success". If there was a problem, the value will be "error" (see
Example Error Response).

link: The 1ink value is a full URL to the recording which was published.

Example Error Response:

Error responses from all commands follow the same format:

{"response":"error", "message":"Explanation of what went
wrong."}

The response includes the following key - value pairs:

response: "error".

message: The message value will contain a human readable reason why the
command failed.



26am End User Software License Agreement

READ BEFORE USING

THE SOFTWARE PROGRAMS ARE PROTECTED BY NATIONAL AND
INTERNATIONAL COPYRIGHT LAWS AND TREATIES. READ THE TERMS OF THE
FOLLOWING END USER (SOFT- WARE) LICENSE AGREEMENT (“AGREEMENT”")
CAREFULLY BEFORE USING THE PRODUCT. BY USING THE PRODUCT, YOU
CONFIRM YOUR ACCEPTANCE OF THIS AGREEMENT. IF YOU DO NOT AGREE
TO THESE TERMS, 26AM IS UNWILLING TO LICENSE THE LICENSED SOFTWARE
TO YOU AND YOU ARE NOT AUTHORIZED TO INSTALL OR USE THE LICENSED
SOFTWARES.

1. DEFINITIONS

1.1 Entitlement. The collective set of applicable documents authorized by 26am
Creative Studio evidencing your obligation to pay associated fees (if any) for the
license, associated Services, and the authorized scope of use of Software under this
Agreement.

1.2 You. The individual or legal entity specified in the Entitlement, or for evaluation
purposes, the entity performing the evaluation.

1.3 License Fee. License Fee shall mean the consideration paid to 26am for use
of the Licensed Software. The License Fee is part of the price paid for the relevant
Product.

1.4 Licensed Software. Licensed Software shall mean the executable version

of 26am's computer software, program or code, in object code format (specifically
excluding source code), together with any related material including, but not limited to
the Reference Manuals or database schemas provided for use in connection with the
Licensed Software and including, without limitation, all Upgrades through the date of
installation.

1.5 Reference Manuals. Reference Manuals shall mean the most current version of
the documentation for use in connection with the Licensed Software provided by 26am
to You.




1.6 Updates. Updates shall mean any periodic software releases, additions, fixes,
and enhancements thereto, release notes for the Licensed Software and related
Reference Manuals, (other than those defined elsewhere in this section as Upgrades)
which have no value apart from their operation as part of the Licensed Software and
which add minor new functions to the Licensed Software, but none so significant as to
warrant classification as an Upgrade, which may be provided by 26am to fix critical or
non-critical problems in the Licensed Software on a scheduled, general release basis.
Updates to the Licensed Software (“Version”) are denoted by number changes to the
right of the decimal point for a version and revision number (for example going from
2.0.0 to 2.1.3).

1.7 Upgrades. Upgrades shall mean any modification to the Licensed Software

made by 26am, which are so significant, in 26am's sole discretion, as to warrant their
exclusion under the current license grant for the Licensed Software. Upgrades of
Licensed Software are denoted by number changes to the left of the decimal point for a
release number (for example going from 2.0 to 3.0).

RIGHTS GRANTED, RESTRICTIONS AND SUPPORT

2.1 License to Use.

(@) Subject to the terms and conditions set forth herein and subject to the terms
of your Enti- tlement, 26am hereby grants to You a non-exclusive, personal,
limited and nontransferable right and license to use the Licensed Software in
accordance with the terms of this Agreement. This license is granted to You and
not, by implication or otherwise, to any parent, subsidiary or affiliate of Yours
without 26am's specific prior written consent. This license is for the limited use
of the Licensed Software by You for the purpose of interfacing with Haivision's
FURNACE™ API. The license and rights granted to You in this Section (2.) do
not include the right to sublicense to distributors, resellers and other third parties
any of the rights granted to You in this Section (2.). All rights not expressly
granted You in this Agreement are reserved to 26am and no implied license
results from this license.

2.2 Restrictions.

(a) Reproduction. You shall not copy, distribute, reproduce, use or allow
access to any of the Licensed Software, except as explicitly permitted under this
Agreement. You shall not modify, adapt, translate, export, prepare derivative
works from, decompile, reverse engineer, disassemble or otherwise attempt



to derive source code from the Licensed Software or any internal data files
generated by the Licensed Software, or use the Licensed Software embedded
in any third party hardware or software. You shall also not use the Licensed
Software in onjunction with, any device, pran attempt to, or in cogram or service
designed to circumvent technological measures employed to control access to,
or the rights in other work protected by copyright laws. You shall not remove,
modify, replace or obscure 26am's copyright and patent notices, trademarks

or other proprietary rights notices affixed to or contained within any Licensed
Software. No right is granted hereunder for any third party who obtains access
to any Licensed Software through You to use the Licensed Software to perform
services for third parties.

(b) Ownership. The Licensed Software is conditionally licensed and not sold.
As between the parties, 26am owns and shall retain all right, title and interest in
and to all of the Licensed Software, including all copyrights, patents, trade secret
rights, trademarks and other intellectual property rights therein, and nothing in
this Agreement shall be deemed to transfer to You any ownership or title to the
Licensed Software. You agree that it will not remove, alter or otherwise obscure
any proprietary rights notices appearing in the Licensed Software. All 26am
technical data and computer software is commercial in nature and developed
solely at private expense.

TERM AND TERMINATION

3.1  Term. The license and service term are set forth in your Entitlement(s).
Additionally, this Agreement may be terminated without cause by You upon thirty (30)
days written notice to 26am.

3.2 Termination for Breach. Your rights under this Agreement will terminate
immediately without notice from 26am if You materially breaches it or takes any action
in derogation of 26am's rights to Software. 26am may terminate this Agreement should
any Software become, or in 26am's reasonable opinion likely to become, the subject of
a claim of intellectual property infringement or trade secret misappropriation.

3.3 Termination; Effect; Survival. Upon the termination of this Agreement for

any reason: (a) all license rights granted hereunder shall terminate; (b) You shall
immediately pay to 26am all amounts due and outstanding as of the date of such
termination or expiration; and (c) You shall return to 26am all Licensed Software and all
26am Confidential Information not otherwise required under the terms of this Agreement
or certify that all such Licensed Software and Confidential Information have been
destroyed. Notwithstanding any termination of this Agreement, the following provisions
of this Agreement shall survive for the relevant period of time set forth therein, if any:




Sections 2.2, 4.1, 4.2, and 5.

4. REPRESENTATIONS, DISCLAIMER AND LIMITATION
OF LIABILITY

4.1

4.2

4.3

26am_Warranty.

(@) 26am warrants that the Licensed Software will operate substantially in
accordance with the Reference Manuals provided for a term of ninety (90) days
(the “Warranty Period”) after its delivery date. As Your sole and exclusive remedy
for any breach of this warranty, 26am will use its commercially reasonable
efforts to correct any failure of the Licensed Software to operate substantially in
accordance with the Reference Manuals which is not the result of any improper
or unauthorized operation of the License Software and that is timely reported

by You to 26am in writing within the Warranty Period, provided that in lieu of
initiating commercially reasonable efforts to correct any such breach, 26am may,
in its absolute discretion, either (i) replace the Licensed Software with other
software or technology which substantially conforms to the Reference Manuals
or (ii) refund to You a portion of the fee paid for the relevant Product, whereupon
this Agreement shall terminate. This warranty shall immediately terminate if

You or any third party makes or attempts to make any modification of any kind
whatsoever to the Licensed Software.

Warranty Disclaimers.

(a) THE EXPRESS WARRANTIES SET FORTH IN SECTION 4.1(a)
ABOVE IN RESPECT OF THE LICENSED SOFTWARE ARE IN LIEU

OF ALL OTHER WARRANTIES, WHETHER EXPRESS OR IMPLIED,

OR STATUTORY, REGARDING THE LICENSED SOFTWARE, OR ITS
OPERATION, FUNCTIONALITY, PERFORMANCE, MERCHANTABILITY OR
FITNESS FOR ANY PARTICULAR PURPOSE, INCLUDING ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT OF THIRD PARTY RIGHTS (ALL OF
WHICH ARE DISCLAIMED). LIGHTSPEED DOES NOT WARRANT THAT
ANY OF THE LICENSED SOFTWARE WILL MEET ALL OF YOUR NEEDS
OR REQUIREMENTS, OR THAT THE USE OF ANY OF THE LICENSED
SOFTWARE WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT ALL
ERRORS WILL BE DETECTED OR CORRECTED.

Liability Limitation. IN NO EVENT SHALL LIGHTSPEED OR ITS OFFICERS,



EMPLOYEES, AGENTS, REPRESENTATIVES, MEMBERS OF LIGHTSPEED, NOR
ANYONE ELSE WHO HAS BEEN INVOLVED IN THE CREATION, PRODUCTION
OR DELIVERY OF THE LICENSED SOFTWARE, BE LIABLE TO YOU, YOUR
CUSTOMERS OR TO ANY OTHER THIRD PARTY FOR CONSEQUENTIAL,
INDIRECT, INCIDENTAL OR SPECIAL DAMAGES, LOST PROFITS, LOSS OF

USE, INTERRUPTION OF BUSINESS OR FOR ANY DAMAGES FOR ANY BREACH
OF THE TERMS OF THIS AGREEMENT OR FOR LOST OR CORRUPTED DATA
ARISING FROM ANY CLAIM OR ACTION HEREUNDER, BASED ON CONTRACT,
TORT OR OTHER LEGAL THEORY AND WHETHER OR NOT SUCH PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. LIGHTSPEED SHALL
NOT BE LIABLE FOR DAMAGES FOR ANY CAUSE WHATSOEVER IN AN AMOUNT
IN EXCESS OF THE FEE PAID TO LIGHTSPEED BY YOU FOR THE RELEVANT
PRODUCT.

OTHER PROVISIONS

5.1 Export and Other Restrictions. This Agreement, and all rights and Your obligations
under this Agreement, are subject to all applicable Canadian and U.S. Government laws
and regulations relating to exports including, but not limited to, the U.S. Department of
Commerce Export Administration Regulations and all administrative acts of the U.S.
Government thereunder. In the event the Licensed Software is exported from the United
States or re-exported from a foreign destination, You shall ensure that the distribution
and export/re-export of the Licensed Software or the Hardware is in compliance with

all laws, regulations, orders, or other restrictions of the U.S. Export Administration
Regulations. You agree that neither it nor any of its Affiliates will export/re-export any
Licensed Software, Hardware, technical data, process, Products, or service, directly

or indirectly, to any country for which the Canadian government or United States
government (or any agency thereof) requires an export license, other governmental
approval, or letter of assurance, without first obtaining such license, approval or letter.

5.2 Publicity. Neither party shall make or authorize or permit any other person to make
any announcement or other like statement concerning this Agreement or the subject
matter, terms or conditions hereof, without the other party’s prior written consent.

5.3 Transfer and Assignment. 26am may assign, sublicense, or transfer this
Agreement and/or any or all of its rights or obligations hereunder. You may not assign,
transfer or delegate any of its rights or obligations hereunder (whether by operation

of law or otherwise) without the prior written consent of 26am. Any unauthorized
assignment, transfer or delegation by You shall be null and void. No other Person shall
have or acquire any right under or by virtue of this Agreement.

5.4 Waiver and Amendment. No modification, amendment or waiver of any provision




of this Agreement shall be effective. No failure or delay by either party in exercising any
right, power or remedy under this Agreement, except as specifically provided herein,
shall operate as a waiver of any such right, power or remedy. Without limiting the
foregoing, any terms and conditions of the Entitlement or similar materials submitted by
either party to the other shall be of no force or effect.

5.5 Enforcement by Third Party. For any Licensed Software licensed by 26am from
other suppliers, the applicable supplier is a third party beneficiary of this Agreement with
the right to enforce directly the obligations set forth in this Agreement against You.

5.6 Governing Law. This Agreement shall be governed by and construed in
accordance with the laws of Florida, without regard to principles relating to conflicts of
law.

5.7 Severability. If any provision of this Agreement is held by a court of competent
jurisdiction to be contrary to law, such provision shall be changed and interpreted so as
to best accomplish the objectives of the original provision to the fullest extent allowed by
law and the remaining provisions of this Agreement shall remain in full force and effect.

5.8 Force Majeure. Neither party shall be liable to the other party for any failure or
delay in performance to the extent that such delay or failure is caused by fire, flood,
explosion, war, terrorism, embargo, government requirement, labor problems, export
controls, failure of utilities, civil or military authority, act of God, act or omission of
carriers or other similar causes beyond its control. If any such event of force majeure
occurs, the party delayed or unable to perform shall give immediate notice to the other
party, and the party affected by the other's delay or inability to perform may elect, at its
sole discretion, to terminate this Agreement or resume performance once the condition
ceases, with an option in the affected party to extend the period of this Agreement up
to the length of time the condition endured. Unless written notice is given within 30
calendar days after the affected party is notified of the condition, the latter option shall
be deemed selected. During an event of force majeure, the affected party shall exercise
reasonable effort to mitigate the effect of the event of force majeure.




